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VISION STATEMENT FOR AHMAT

Ashley Hill Multi Academy Trust is committed to securing the best outcome for every child in
its schools within a learning environment characterised by a distinctive Christian ethos.

We value the uniqueness and individuality of every school in the Trust, encouraging each to
develop to meet the particular needs of all its pupils and the community it serves,
underpinned by a common commitment to work together, making full use of all the Trust's
resources, to enhance the experience and opportunities of all.

In line with our core Christian beliefs and principles, we want each school to be an
educational community where:

. all are welcome, whatever their cultural, ethnic or religious background;

« all will flourish, with a particular focus on supporting any who are disadvantaged culturally,
socially, economically, physically, or in any other way;

. all will have a life-enhancing encounter with the Christian faith;

+ each individual is encouraged and helped to discover and develop their God-given gifts and
talents to the fullest extent;

« all will fulfil their potential in a way appropriate for their age, both academically and as well-
rounded, independent, emotionally mature individuals.

Data Breaches Procedure

The following procedure is based on guidance on personal data breaches produced by the
ICO.

. On finding or causing a breach, or potential breach, the staff member or data processor must
immediately notify the Data Protection Lead (DPL) in school/ Trust.

. The DPL will investigate the report, and determine whether a breach has occurred. The DPL will
contact the DPO to consider whether personal data has been accidentally or unlawfully:

o Lost

o Stolen

o Destroyed

o Altered

o Disclosed or made available where it should not have been

o Made available to unauthorised people

A decision will be made by the DPO on whether the breach should be classed as a
‘contained’ or ‘controlled breach or whether the ICO should be informed.

If data has been breached, but it has no direct impact on the data freedoms of a subject, the
school can defiune this as a ‘contained’ breach.


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/

If the school/ Trust has asked parents/carers to register with a third party services e.g.
catering system were data has been breached, the school will work with the company to
support parents/carers.

*  The DPL will alert the Head of School and CEO to evaluate the impact of the breach on the
school / Trust.

*  The DPL/DPO will make all reasonable efforts to contain and minimise the impact of the breach,
assisted by relevant staff members or data processors where necessary. (Actions relevant to
specific data types are set out at the end of this procedure)

«  The DPL/DPO will assess the potential consequences, based on how serious they are, and how
likely they are to happen

. The DPL/DPO will work out whether the breach must be reported to the ICO. This must be
judged on a case-by-case basis. To decide, the DPO will consider whether the breach is likely to
negatively affect people’s rights and freedoms, and cause them any physical, material or non-
material damage (e.g. emotional distress), including through:

o Loss of control over their data

o Discrimination

o ldentify theft or fraud

o Financial loss

o Unauthorised reversal of pseudonymisation (for example, key-coding)
o Damage to reputation

o Loss of confidentiality

o Any other significant economic or social disadvantage to the individual(s) concerned

If it’s likely that there will be a risk to people’s rights and freedoms, the DPO must notify the
ICO.

. The DPL will document the decision (either way), in case it is challenged at a later date by the
ICO or an individual affected by the breach. Documented decisions are stored by electronic
copies in a secure part of the Onedrive by the Trust Business Manager.

*  Where the ICO must be notified, the DPO will do this via the ‘report a breach’ page of the ICO
website (https://ico.org.uk/for-organisations/report-a-breach/) within 72 hours. As required, the
DPL/DPO will set out:

o A description of the nature of the personal data breach including, where possible:

= The categories and approximate number of individuals concerned

= The categories and approximate number of personal data records concerned
o The name and contact details of the DPO
o A description of the likely consequences of the personal data breach

o A description of the measures that have been, or will be taken, to deal with the
breach and mitigate any possible adverse effects on the individual(s) concerned


https://ico.org.uk/for-organisations/report-a-breach/

. If all the above details are not yet known, the DPL/DPO will report as much as they can within 72
hours. The report will explain that there is a delay, the reasons why, and when the DPO expects
to have further information. The DPL/DPO will submit the remaining information as soon as
possible

»  The DPO will also assess the risk to individuals, again based on the severity and likelihood of
potential or actual impact. If the risk is high, the DPL/DPO will promptly inform, in writing, all
individuals whose personal data has been breached. This notification will set out:

o The name and contact details of the DPO
o A description of the likely consequences of the personal data breach

o A description of the measures that have been, or will be, taken to deal with the data
breach and mitigate any possible adverse effects on the individual(s) concerned

»  The DPL will liaise with the data subject to help them notify any relevant third parties who can
help mitigate the loss to individuals — for example, the police, insurers, banks or credit card
companies

»  The DPL/DPO will document each breach, irrespective of whether it is reported to the ICO. For
each breach, this record will include the:

o Facts and cause
o Effects

o Action taken to contain it and ensure it does not happen again (such as establishing
more robust processes or providing further training for individuals)

. Records of all breaches will be stored in an electronic folder on the Trust network.

The DPL (and in some circumstances, the DPO) and Head of School and CEO will meet to
review what happened and how it can be stopped from happening again. This meeting will
happen as soon as reasonably possible

The important aspect of a data breach is to understand the ‘lessons learned’ and the school/
Trust may wish to review its procedures after the breach. In addition, staff may need further
training to avoid any further breaches.

Actions to minimise the impact of data breaches

We will take the actions set out below to mitigate the impact of different types of data breach,
focusing especially on breaches involving particularly risky or sensitive information.

We will review the effectiveness of these actions and amend them as necessary after any
data breach.

Specific Actions Needed After A Data Breach

NB This list is not exhaustive and schools may want to add further information.



Consultation with IT technical support to ensure that software is updated (patched) to minimise a
breach.

Password to be changed and the school/ Trust to follow guidance from the National Cyber
Security Centre

To ensure that staff use BCC on emails that include multiple recipients
For staff to use the encryption service on the email platform that the school / Trust uses.

The school / Trust does not allow the use of removeable media. All staff use cloud based
platforms e.g. One Drive

All mobile technology e.g. Ipads has security measures in place.
All staff follow a clear desk policy.

All sensitive data that is transported out of school/ Trust is locked in car boots and in secure
places in staff homes.

Staff to read the relevant Data Privacy Impact Assessments.
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